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Infrastructure clouds are expected to play an important role in the next generation Software Engineering
but currently there are some drawbacks. These clouds are too infrastructure oriented and they lack
advanced service oriented capabilities such as service elasticity, quality of service or admission control to
perform a holistic management of a whole application. The deployment of complex multi-tier applications
on top of laaS infrastructures requires to provide the laaS platforms with an extra service layer that
provides advanced service management functionality.

© 2013 Elsevier Inc. All rights reserved.

1. The problem so far

Cloud computing is a provision model that different IT areas,
companies and business models can benefit from Foster et al.
(2008). Software Engineering is not an exception, specially when
considering the following persistent attributes of software (Uyyala
etal., 2012):

e Adaptability and scalability: the cloud model supports the soft-
ware ability to adapt to changing circumstances, through the
automatic scaling of software stacks and infrastructures.

e Availability and fault-tolerance: current cloud offerings allow
the guaranteed provision of software services in a sustainable
way, by providing failover functionality at different levels (virtual
machine level, physical server level, or cloud region level).

e Portability and reusability: the cloud market exhibits different
de-jure and de-facto standards for cloud interfacing and inter-
operability that enable the portability and reusability of existing
software solutions both partial or totally.

e Security: cloud technologies can implement different authenti-
cation, authorization, and auditing mechanisms that enable the
protection of software components against danger, loss or unau-
thorized access.

e Cost and sustainability: the pay-per-use model used in the cloud
market allows to reduce the costs of technologies needed for
developing, testing and deploying software, applications and ser-
vices. On the other hand, cloud systems can use different policies
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for optimal allocation, consolidation, and migration of virtual
resources resulting on significant reduction of energy consump-
tion.

However, the term cloud computing involves different provi-
sion models, namely Infrastructure, Platform and Software as a
Service (IaaS, PaaS, and SaaS) that are wrapped up in the Every-
thing as a Service (XaaS) cloud model. Currently, the most popular
and mature technology are the IaaS clouds, boosted by the prolif-
eration of many commercial providers (Amazon EC2,! Rightscale,?
GoGrid,? Rackspace,? ElasticHosts,” etc.) and different technologies
for private cloud management (OpenNebula® (Milojicicetal., 2011),
Eucalyptus’ (Nurmi et al., 2009), OpenStack,2 VMware vCenter,?
etc.). Typically, most IaaS cloud systems and providers manage
virtual resources as independent elements, and SLAs are applied
individually to each single resource, although recently, some com-
mercial clouds (e.g. Amazon EC2, Rightscale) are providing new
features for the definition of groups or arrays of resources to
implement, for example, auto-scaling capabilities. However, these
features are insufficient to provide elasticity and QoS for a broad
range of multi-tier applications deployed in the cloud, so the effi-
cient management of these applications still requires complex IT
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Fig. 1. Layered service-oriented cloud architecture.

landscapes and specialized IT staff. In other words, current IaaS
clouds are too infrastructure oriented and they lack advanced
service oriented capabilities (e.g. service elasticity, QoS, admission
control, etc.) to perform a holistic management of the whole appli-
cation.

In the present contribution we will introduce the benefits of a
cloud based service-oriented architecture, which produces a set of
research and scientific challenges. Then, current efforts to face these
challenges will be described and finally, some conclusions on the
work that still needs to be done at the laaS level will be provided.

2. Aservice-oriented architecture

A service-oriented cloud architecture like the one depicted in
Fig. 1 would provide the following benefits:

e Automated service management. The service-oriented cloud archi-
tecture can deal with services as basic entities by provisioning,
deploying and scaling the different service components in an
automated way. The service layer abstracts users and application
providers from the details of the service management, such as,
how many instances have been deployed to implement a given
service component, which type of instances have been used, or
which clouds have been used to deploy this service component.

e Optimized service provision. The service-oriented cloud archi-
tecture can automatically provision the different service
components trying to optimize different quality of service (QoS)
paramenters (e.g. service cost, performance, energy consump-
tion, etc.) and satisfying different user constraint (e.g. maximum
budget, minimum performance, etc.). In addition, in case of ser-
vices experiencing fluctuating workloads, the service can be
automatically scaled up/down to adapt the service capacity to the
variable demand, in order to avoid service performance degrada-
tion (in case of increasing demand) or service over-sizing (in case
of lowering demand).

Brokering mechanisms. Brokering mechanisms included in the

service-oriented architecture enable the optimal deployment of

a service among different cloud providers. A cloud broker can

provide a uniform interface independently of the particular cloud

provider technology, can automatically collect information from
providers (instance availability, prices, etc.), and can help cloud
users to choose the right technologies when deploying their
services across multiple clouds. In addition, in dynamic cloud
scenarios (e.g. when new cloud providers appear, an instance
type is retreated/added from the cloud market, or instance prices

change along the time-line), the cloud broker can decide a bet-
ter placement of the resources by reallocating the current service
infrastructure (or a part of it) to some different clouds.

Example. Let’s consider an application that runs on a computing
cluster that is deployed on a cloud infrastructure. The application
has a minimum performance requirements expressed in MFLOPS.
The automated service management is responsible to translate
the application specifications to something understood by the laaS
provider once the user decides to deploy the service. These specifi-
cations may be the desired performance or restrictions, like sticking
to a specific cloud provider in order to avoid having the compute
nodes spread geographically. The translation to an laaS language
such as that of Amazon EC2 would be deploying a big number
of instances with a small number of compute units!® or using
fewer instances with a high number of compute units instead. The
optimized service provision would be responsible of monitoring
the application’s performance and maintain it within the specified
parameters by launching new instances or reorganizing the current
ones. Finally, brokering mechanisms would dynamically migrate
the current instances totally or partially from a IaaS provider to
another if new offerings appear, making the overall cost stay within
a given budget.

3. Research and scientific challenges

The capabilities of the previously described architecture can be
implemented as an additional service layer built on top of current
cloud infrastructures, so that users and application providers can
use the functionality of this service layer to provision and deploy
their services. In order to accomplish this aim, we have identified
three main interrelated scientific challenges:

e Dynamic service provision in cloud infrastructures. A multi-tier
service can comprise several component/tiers (e.g. a cluster web
server, composed by load balancers, web servers, applications
servers, and database servers) with some intrinsic dependencies
among them. These services can be deployed as a group of inter-
connected virtual machines in the cloud with specific deployment
dependencies and, optionally, some location, affinity, elastic-
ity, and SLA requirements. The service layer should support the
definition of complex services, including different interelated
components, dependecies, and constrains. The service layer is
also responsible for managing the entire life-cycle of a service
(including deployment, runtime scaling, and termination), and
offering some actions for service handling (deploy, shutdown,
suspend, restore, etc.). The research on different admission con-
trol policies to accept or reject a service depending on the
available resources is also a key topic in the provision of services.

e Advanced service SLA and elasticity management. Cloud computing
technologies should support standardized service expressions for
QoS and SLA negotiation mechanisms between consumers and
providers to state the terms under which the service need to be
provided. Most current laaS systems provide simple SLAs based
on the availability of the resources. However, more advanced SLA
mechanisms should be incorporated at service layer level able
to manage service-oriented QoS metrics, such as service per-
formance, service availability, service response time, or service
cost, among others. In addition, to guarantee the performance of
the service in case of fluctuating workloads and offer an optimal
service provisioning, the service layer should also provide some
tools for service elasticity management and service scaling, by

10 http://aws.amazon.com/ec2/fags/.
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allowing the definition of complex elasticity rules based on differ-
ent types of metrics (including both infrastructure-level metrics
and QoS metrics). The efficient management of service elasticity
and SLA parameters relies on the monitoring system, that should
be adapted to a service-oriented framework in order to monitor
and gather information about the state of different infrastructure
components (VMs, network devices, storage systems, etc.) and
the services deployed.

Support for multi-cloud service deployment. The possibility of
deploying services across different [aaS providers and the sup-
port for the portability of deployed services are challenges to
be addressed. This involves the research on architectures and
brokering mechanisms for the aggregation of cloud providers,
which can be implemented at service layer level. Most of cur-
rent cloud brokers do not provide advanced service management
capabilities to take automatic decisions, based on optimization
algorithms, about how to select the optimal cloud to deploy a
service, how to distribute optimally the different components of
a service among different clouds, or even when to move a given
service component from a cloud to another to satisfy some opti-
mization criteria. So, an open research line in cloud brokering
is the integration of different placement algorithms and policies
in the broker for optimal deploying of virtual services among
multiple clouds, based on different optimization criteria, as for
example cost optimization, performance optimization, energy
efficiency, proximity, high-availability, etc.

4. Research behind the challenges

Each challenge enumerated before has a wide research field
related. The following subsections describe each one.

4.1. Service life-cycle management and admission control

There are some interesting initiatives that address the issue
of provisioning services on top of IaaS cloud infrastructures. For
example, the RESERVOIR!! project (Rochwerger et al., 2009), a
flagship European project in cloud computing with participa-
tion of our research group, was aimed to provide a platform
for deployment and management of complex IT services across
different administrative domains, IT platforms and geographies.
The RESERVOIR cloud model enables the federation and inter-
operability of infrastructure providers, taken advantage of their
aggregated capabilities to provide a seemingly infinite service com-
puting utility. One of the most prominent technologies evolved
from the RESERVOIR project is the Claudia'? platform (Rodero-
Merino et al., 2010). In this work, authors propose a new
abstraction layer for cloud systems that offers a more friendly
interface to service providers by enabling the control of the ser-
vices lifecycle, and they introduce Claudia, an implementation
proposal of such a layer. Another interesting work (Kirschnick
et al., 2010) describes an integrated architecture that enables
the automated provisioning and management of cloud services.
It orchestrates the different steps involved, such as virtual infra-
structure management, in addition to installing, configuring,
monitoring, running, and stopping software components in these
virtual machines. The goal of this project is to enrich and extend
the functionality of these existing platforms for service man-
agement, by supporting new parameters and constrains in the
definition of the service, and implementing new capabilities for
managing service SLAs, service elasticity, and multi-cloud deploy-
ment.

11 http://www.reservoir-fp7.eu.
12 claudia.morfeo-project.org.

Regarding the Admission Control (AC) problem, cloud service
providers need to choose wisely which services they should accept
for provisioning via AC mechanisms. The impact from faults due
to unprovisioned resources, which could incur in a violation of
the SLAs contracted for the service, has to be minimized and the
net income of provisioning has to be maximized at the same time.
These faults has been from the client side and fault tolerance mech-
anisms have been proposed (Ramakrishnan et al., 2009). These
situations could be avoided or at least smoothed out from the
provider side with the incorporation of admission control mech-
anisms. The utilization of AC mechanisms has been analyzed in
other environments. This is the case of media services provision
for on demand devices, where acceptance is subject to a positive
revenue (Bichler and Setzer, 2007). Also, jobs with response time
guarantees and deadline constraints have been considered in other
related work (Islam et al., 2004). Regarding the utilization of AC
mechanisms in cloud environments, a policy-driven probabilistic
admission control mechanism has been proposed (Llorente et al.,
2010) in the context of the RESERVOIR project. This mechanism is
based on the concept of acceptable risk level (ARL) to control over-
subscribing of capacity. ARL is defined as the probability of having
insufficient capacity to satisfy some capacity allocation requests
on demand. The ARL value can be derived from a business policy of
the IaaS provider that is, more aggressive versus more conservative
over-subscription. Another interesting proposal (Dhok et al., 2010)
is a learning based opportunistic algorithm for cloud computing
environments. With this algorithm, a service is admitted only if it is
unlikely to cross the overload threshold set by the service provider.
The results of this work show that admission control is useful in
minimizing losses due to overloading of resources, and by choosing
services that maximize revenue of the service provider. In a recent
work (Vazquez-Poletti et al., 2012), our research group present a
novel definition of services and SLAs for cloud service providers
which will make the tailoring of admission control policies easier
and we introduce a double set of admission control policies which
are studied from both an economic and failure rate point of view.

4.2. Service SLA and elasticity management

Service Level Agreement is a concept that does not pertain to
cloud computing exclusively. Much research has been conducted
on SLAs for different other computing environments. Cluster com-
puting is an example, as SLAs have been defined by terms of QoS
metrics which comprise utilization, packet loss rate and availabil-
ity (Xiong and Perros, 2008). Also, algorithms to handle penalties
in order to enhance the utility of the cluster based on SLAs have
been already proposed (Yeo and Buyya, 2005). Moving to cloud
computing, some work in SLAs on a prediction system for mini-
mizing the resource consumption by requests has already being
done (Reig et al., 2010). Basically, this prediction system enables
the scheduling policies to discard the service of a request if the
available resource capability would not reach an established dead-
line. The RESERVOIR project defines SLAs with conditional rules
(Rochwerger et al., 2009). These rules allow dealing with situa-
tions that are likely to happen, serving as basic building blocks
for autonomic computing. Contemporary cloud SLA mechanisms
are normally limited to cost-performance tradeoffs (Comuzzi et al.,
2009), but those offered by the OPTIMIS project aim to evaluate lev-
els of trust and risk, even negotiating the use of license-protected
software (Ferrer et al., 2012). This way, policies governing the
deployment in this cloud infrastructure include aspects such as
the level of risk according to cost thresholds, the degree of trust
expected from the service provider or the performance levels.

To manage the elasticity of a service, the critical service com-
ponents can be scaled horizontally (scale in/out) or vertically
(scale up/down) (Vaquero et al., 2011). While horizontal scaling
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can be straightforwardly implemented in any cloud platform, by
adding instances of the service component to be scaled out, vertical
scaling, which involves increasing the capacity of a running
instance in terms of CPU, memory and/or storage, is only par-
tially supported by a few cloud providers. Some current laaS cloud
providers, e.g. Amazon EC2 or RightScale, also offer some simple
mechanisms for auto-scaling groups of instances, based on alert
mechanisms that trigger the deployment of new instances when
some condition is met. These mechanisms are mainly based on
infrastructure metrics (e.g. CPU load, bandwidth consumption, etc.)
and they are usually reactive (i.e. infrastructure reacts to changes
in metrics). However, these simple auto-scaling techniques exhibit
many limitations: they do not allow a mixture of metrics as input for
the auto-scaling algorithm; the auto-scaling algorithms are reac-
tive (they do not make any future estimation, and just react to
current infrastructure metrics); they only consider infrastructure
level metrics without considering any quality of service (QoS) met-
ric; they do not consider the non-linear effects that appear due to
the fixed number of launched and terminated instances; they do not
consider the hourly based payment method imposed by many cloud
providers. There are some interesting research works that address
some of these problems. For example, in Mao et al. (2010) they
measure the boot time of instances as well as the shutting down
time to make a proper use of the full hour billing model scheduling
the instance startup and shutdown time. They also offer a solu-
tion for the non-linear auto-scaling effect. In Caron et al. (2010)
they identify patterns in the past loads to predict future loads and
make pro-active scaling decisions ahead of time. They remark the
importance of forecasting based on the fact that new resources are
not obtained instantaneously. They also make a study of predic-
tion methods: auto-regression, linear regression, etc. In Vaquero
et al. (2011) they address another problem that is often neglected
from the auto-scaling consideration: the bandwidth, since the auto-
scaling can potentially collapse the network if the network is not
properly considered in a previous analysis. In a recent work of our
research group (San-Aniceto et al., 2011), we present a method
for optimal service provisioning to cover variable computation
demands with mixed reserved and on-demand instances with the
minimum cost. To avoid the performance degradation of the sys-
tem, this novel method estimates the number of instances that will
be required in the next time period, and provisions the instances in
advance to hide start-up times.

4.3. Cloud brokering

The current cloud market is composed of several public cloud
providers, such as Amazon EC2, GoGrid, or Rackspace, private
clouds, which are on-premise infrastructures located managed by
some cloud middleware, such as OpenNebula (Milojicicetal.,2011),
Eucalyptus (Nurmi et al., 2009), OpenStack, or VMWare vCenter,
and hybrid clouds (Montero et al., 2011). These cloud providers and
platforms exhibit many differences regarding the functionality and
usability of exposed cloud interfaces, the methods for packaging
and managing images, the types of instances offered, the level of
customization allowed for these instances, the price and charging
time periods for different instance types, the pricing models offered
(e.g. on-demand, reserved, or spot prices), etc. To help the user to
cope with such a variety of interfaces, instance types, and pricing
models, cloud brokers have emerged as a powerful tool to serve as
intermediary between end users and cloud providers (Buyya et al.,
2009). As explained before, a cloud broker is the best option for an
uniform interface independently of the cloud provider technology,
as it can collect automatically information from different providers
while helping user to choose between platforms when deploying
services across multiple clouds.

In the current cloud market we can find various commercial
brokering solutions, such as RightScale or SpotCloud!3 among oth-
ers, and also some open-source brokering middleware, such as
Aeolus.!* RightScale offers a private cloud middleware that pro-
vides a cloud management platform for control, administration,
and life-cycle support of cloud deployments across multiple clouds.
It includes a multi-cloud engine that interacts with cloud infra-
structure APIs and manages the unique requirements of each cloud.
Customers can select, migrate and monitor clouds of their choos-
ing from a single management environment. SpotCloud is another
commercial broker that provides a structured cloud capacity mar-
ketplace where service providers sell the extra capacity they have
and the buyers can take advantage of cheap rates selecting the best
service provider at each moment. Aeolus is an open source bro-
kering middleware that allows users to choose between private,
public or hybrid clouds, using DeltaCloud!® cross-cloud abstrac-
tion library. Aeolus enable users to automatically bring up a set of
different instances on a single cloud or spanning multiple clouds,
configure them, and tell them about each other.

Besides these cloud commercial and open-source cloud bro-
ker implementations, there are several research works focused on
the development of different scheduling algorithms in multi-cloud
scenarios, based on different optimization criteria, such as cost
or performance. Chaisiri et al. (2009) propose an optimal virtual
machine placement algorithm to minimize the total cost due to
buying reserved and on-demand resources from multiple clouds.
They focus their research in exploring an optimal strategy to avoid
the virtual resources over/under-provisioning problem to cope
with uncertainty future demand. They achieve this goal adjusting
the tradeoff between reserve resources and pay for the on-demand
resources needed for load peaks. They compare the benefits of
their algorithm against non-reservation, maximum-reservation,
and statistical expected reservation cases. Andreolini et al. (2010)
present a management algorithm to reallocate the placement of
virtual machines for better performance and resource utilization
by considering the load profile of hosts and the load trend behav-
ior of the guest, instead of thresholds. Focusing on deployment
cost algorithms, Elmroth et al. (2009) propose an accounting and
billing architecture to be used in RESERVOIR project. Authors inves-
tigate new approaches to simultaneously manage postpaid and
prepaid payment schemes that vary over time in response to user
needs. And finally, focusing on the variability of several conditions,
there are several works regarding optimal deployments of virtual
machines. For instance, in a recent work of our research group
(Tordsson et al., 2012), we present a cloud brokering approach that
optimizes the placement of virtual infrastructures in a multi-cloud
scenario. This work is focused only on static scenarios where user
and providers conditions do not change along time and the place-
ment decision is take once. In this method, users can request a
virtual infrastructure and restrict its deployment to some place-
ment constraints (i.e. favorite clouds to deploy the VMs, or favorite
instance types to lease for the virtual infrastructure). We also make
a useful comparison between optimal deployments for maximizing
the capacity of an infrastructure, but regarding an incremental bud-
get.In a continuation of this work (Lucas-Simarro et al.,2011,2012),
we explore deeply the cloud brokering issue applied to dynamic
scenarios, specially where pricing conditions change along time. In
this work, the placement action is done periodically reallocating
the virtual infrastructure to the best clouds. Hence, we introduce
the concept of performance degradation as a placement constraint
due to the periodic reallocation action. Moreover, we make a

3 http://www.spotcloud.com.
14 http://www.aeolusproject.org.
15 incubator.apache.org/deltacloud.
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comparison between static and dynamic deployments showing the
cost improvement potential of using brokering mechanisms.

5. Conclusions: there is still work to do at the basement
level

Cloud computing is playing an important role in the provi-
sion of flexible, elastic and on-demand IT environments in which
areas such as Software Engineering can flourish. Several software
attributes such as adaptability, scalability, availability or portability
can directly benefit from this provision paradigm. However, before
moving to the upper levels (PaaS, Saas, ..., XaaS) the foundations
of the responsible cloud fabric (IaaS) must be solid.

On the other hand, the abstraction between layers needs to be
strengthened. As of laaS, the current providers need to provide
an interface for translating requirements from PaaS and SaaS.
Considering a non-monolithic model, a user from the upper lay-
ers shouldn’t need to define the deployment of an application by
terms of machines and networks, but by performance, budget and
other operative parameters instead.

Also, there is a need of developing standard methods for
advanced service SLA and elasticity management. This, in conjunc-
tion with a multi-cloud service placement at [aaS broker level, will
allow an efficient scalable deployment of any application.

In this contribution the benefits of an ideal service-oriented
cloud architecture have been proposed, keeping in mind how this
paradigm benefits the Software Engineering area. Its implemen-
tation produces some research and scientific challenges that have
beenidentified along with the current efforts done, which in certain
occasions come from other areas. These challenges and efforts are
interesting research opportunities that will bring great improve-
ments not only to cloud computing, but to a wide range of areas
that benefit from this paradigm.
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